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Pexomennamun 000 MKK «Ilencuonnas KB Jlentrn» mo 3amure
HHGopManyuH B NeIAX NPOTHBOAEHCTBHA HE3AKOHHBIM (PHHAHCOBBIM OIEPANHM.

1. OO0 MKK «Ilencuonras KB [lemsrm» B paMkax coOmoaeHus TpeGoBaHuiA
Ilonoxenus bamka Poccum or 17.04.2019 Neo 684-I1 «Ilomoxenuss o0 yCTAaHOBIECHHH
00sI3aTEeNbHEIX UI1 HEKPEAHUTHHIX (DMHAHCOBBIX OpraHu3anuil TpeboBauuii K 00ECIECUCHHIO
3aIUTH] KHQOPMAIMH IPH OCYIECTRBIEHHH AEsATEIbHOCTH B chepe PHHAHCOBEIX PHIHKOB B IEJIAX
IIPOTHBOEHCTBHA OCYIIECTBICHHUIO HE3aKOHHBIX (PMHAHCOBBIX ONEpaldily YBEZOMIIIET CBOHX
KJIMEHTOB HCIONB3YIOMMUX  aBTOMATH3UPOBAHHEIE CHCTEMBI JUIS IOJNYYEHHs, IOArOTOBKH,
06paboTku, epeaadn 1 XpaHeHus HHGOPMAIMK B SJIEKTPOHHOM GopMe 0 BO3MOKHBIX pHCKAaX
NOJY4EHNs] HECAHKIMOHHPOBAHHOTO JOCTYHa K  HWH(POPMAalWH, C LENBI0 OCYIIECTBIICHHS
prHAHCOBEIX Omepanwuii THIaMy, He 0018 Jal0MMMHE ITPABOM HX OCYIIECTBJIEHH, B TOM YHCJIE IPH
yTpate (HOTepe, XHWINEHHWH) KIHEHTOM YCTPOWCTBA, C HCIOJNBE30BAHAEM KOTOPOTO HM
COBEPIIATUCH NEHCTBUS B LENIX OCYIIECTBICHHS (PMHAHCOBOH ONEpamuy H HeOOXOIUMOCTH
3aUTEl MHGOPMAIMH OT BO3AEHCTBHS NPOTPAMMHEIX KOIOB, NPHBOIAMIAX K HapYyIICHHIO
MTATHOTO (PYHKIMOHMPOBAHHS CpPEICTBA BBEIYHCIUTENLHOH TEXHHKH, CBOEBPEMEHHOMY
o0HapyKeHHIO BO3EHCTBIS BPEIOHOCHOTO KOJIA.

2. B menmax mnpenoTBpamieHHs HECAaHKIHMOHHPOBAHHOIO IOCTyIa K MHGOpMaluu H
HapylleHHUs IITaTHOrO (pyHKIMOHHpPOBAaHUS CpelcTBa BhIUMCIHTenbHOH TexHuku OO0 MKK
«Ilencruonnas KB JleHbru» pekoMeHIyeT CIeAYIOIHE MepPhI 3aIHThI:

2.1. B mensix 3amMTHI MOOHJIBbHBIX YCTPOHCTB:

* (CBOEBpEeMEHHO ycTaHABIMBalTe OOHOBIECHHUS 0€30IIaCHOCTH ONEPALIHOHHON CHCTEMBEL;

* [lpu HaMWYUM TEXHUYECKOH BO3MOMKHOCTH BKIIIOUHTE MIM(POBAHHE TAHHBIX Ha CBOEM
MOOHIIFHOM yCTpOICTBE;

* He orwmodaiiTe W He B3JaMBIBaliTe BCTPOSHHBIE MEXAaHHU3MEl OE30IIaCHOCTH Ballero
MOOHJIBHOTO YCTPOHCTBA,

v Coxpansiite B Taiine Bamm wmms nomnp3oBatens (JIOTMH), NApoib IS JOCTYNa B
unpopmanuonnsie cucteMsl 1 CMC-koznsl. He coobmaiite 3Ti TaHHBIE HUKOMY;

" VyeTHbIE 3alIHCH ONEPALMOHHOM CUCTEMBI TOJGKHBI OBITH 3aIUINCHBI TapOJIIMHU;

= He xpaHuTe JOrUH U apoib B MOOMIBHOM TenedoHe, cMapThoHe;

=  PerymnspHO IPOM3BOJUTE CMEHY ITapOJIeH;

= He ucnomnp3yiiTe 0OJMHAKOBEIE JIOTHH U ApOJb I JOCTYIIA K Pa3IMYHEIM CHCTEMAaM;

= JlnwHa napons JoKHA OBITH He MeHee 8 CHMBOJIOB;

= B napone o6s3aTeNbHO OMDKHBI IPHCYTCTBOBATh 3arjiaBHBIE M IIPONHCHEBIE CHMBOJIEL
eI, a TaKXKe coeluaTbHEIe CHMBOJIEL, HalIpuMep, #, %, *, * u T.4.;

= He ucnons3yiiTe QyHKIMIO 3alIOMUHAHKS JTOTHHA U TIAPOJLT,

= B xayecTBe Mapoid He ClIeAyeT UCIOIb30BaTh UM, QaMIIIHIO, IEHb POXKACHHS H JIpYTHe
IaMsATHEIC JOAaThl, HOMEp TenedoHa, aBTOMOOWIA, ajpec MECTOXKHTEIbCTBA H JpYTHE
JaHHBIE, KOTOpBIe MOTryT OBITH NOMOOpaHEl 3JIOYMEBIIICHHHKOM IIyTEeM aHallk3a
uHbOpMALKH O TIONIE30BATENE;

* He mnpowW3HOCHTE BCIyX, HE 3alHCHIBaliTe M HE XpaHUTE B JOOOM JOCTYIHOM
IIOCTOPOHHUM JIMLIaM MECTE IIapOJIH.



2.2. B mesfX 3aMMTEI HEPCOHAIBHBIX KOMIBIOTEPOB:

HCIIONE3YHTE TONBKO JHLEH3HOHHOE CHCTEMHOE M IMPUKJIAIHOE NPOrpaMMHOE
obecrieueHmne;

YCTaHOBHUTE HA KOMIBIOTED TOJBKO OAHY OIEPAIIHOHHYIO CHCTEMY;

HE YCTaHaBlIHBAHTE M HE HCIONB3yHTe HA KOMIBIOTEPE NPOrpaMMEI I
YAAIEHHOTO YIIpaBieHus, HanpuMep TeamViewe;

YCTAQHOBHTE M PETYJLIPHO OOHOBILIMTE aHTHBHPYCHBIE MPOrpamMMbl (HAIPHMED,
Kaspersky, Dr.Web, Symantec, Avira, ESET, NOD 32, McAfee).

CBOEBPEMEHHO  IIPOBOAMTE OOHOBIEHHWE CHCTEMHOrO0 H  NPHKIATHOIO
IPOrpaMMHOT0 00ecTIeIeHNS;

AU AOCTyNa K MH(pOPMAIMOHHEIM CHCTEMaM He HCMONB3yHTE 0O0IIeNOCTYIIHEIE
KOMIIBIOTEpHl (HalOpHMep, YCTAHOBJIEHHBIE B HHTepHET-Kade, TOCTHHHIE),
ny6muunsle OecrpoBonubie cetu (Oecmataeit Wi-Fi i mpodee);

npy nepefade MHQOPMAIMH C HCHONB30BAHHEM UYXKUX KOMIBIOTEPOB, MOCIE
3aBEpIIEHHS BCEX OIepalnii yOemuTech, HTO IEPCOHANBHBIE JAHHBIE H Opyras
HHGOpMALIHS HE COXPAHUIIHCE;

He IepelaBaliTe IIEPCOHANBHBIX [JaHHBIX W HHOH KOH(QUICHIHATLHOM
pHQOpMalMK @pH DNOTyYEHHH IHCEM IO 3JEeKTPOHHOH II0YTe OT SKOOHI
IpencTaBuTelel 0aHKOB M MHBIX (UHAHCOBBIX OpPraHH3allii, €ClH IOIyIeHHE
TaKkuX MHCEM HHUIMHPOBAHO He Bamu;

HEe MEepeXOOWTe IO CCHUIKAaM B TAaKWX IHChMax, HE OTKpPHIBAfTe BIOKECHHEIE
TIPUIOKEHHS (TaKHe PECypCcHl MOTYT COJEPIKaTh BPEIOHOCHOE IIPOrpaMMHOE
obecregenue);

B cilyyae OOHapyKeHHs IOJO3PUTENBHBIX JEHCTBHH, COBEpIIEHHBIX B
KOMIIBIOTEPE, He3aMEIIUTEIBHO CMEHHTE JIOTHH H [1apoJib;

npu OOHapYy)KCHHH COBEPIICHHS HE3aKOHHBEIX (HMHAHCOBEIX OIepamumd —
He3aMeJIUTENBHO To/1aliTe 3asBlIeHNe 0 JaHHOM (hakTe B IPaBOOXPaHUTEILHEIE
OpraHbl ¥ COXpaHUTE OKa3aTeNbCTBa JaHHOrO ()aKTa B yCTPOHCTERE;

npd paboTe ¢ HMHBEIMH HOCHUTEISMH HHQOpMAaIMM Ilepel HadaloM paboThl
OCYINECTRILIATE HX IPOBEPKY Ha IMPEAMET OTCYTCTBUS KOMIIBIOTEPHBIX BUPYCOB.

2.3. B measx 3amHTHI mul)opMaunn 0T BO3JeHCTBHA nporpaMMHBIX KOIOB,
NPHBOAAIIHX K HapymeHuio mTaTHOro Q)YHK[IHOHHPOBEIHHH cpeacrsea
BBIYHCIHATEILHON TEXHAKH:

OOHOBJISIHTE aHTHBHPYCHBIE IIPOTPaMMBbI Ha IIOCTOSHHOH OCHOBE;

OCYIIECTBIIANTE PETYAPHEIA KOHTPOJIh paboTOCIOCOOHOCTH aHTHBHPYCHBIX
IIporpamM;

co3jaiiTe yCIIOBHS, I@pH KOTOPEIX HEBO3MOXHO HECAHKIHOHHUPOBAaHHOE
OTKJIFOYEHHA CPEICTE aHTHBUPYCHOH 3aIllUTEI;

AHTHBHPYCHAsA 3aluTa JO/DKHa o0ecnedrBaTh CcOXpaHeHHE O€30MacHOro
COCTOSHES HHGOPMAIWH IpH MOOBIX c605X;

BBIHECHTE SIPIBIK JUIA 3allycKa aHTHBHPYCHOH IporpaMMsl Ha paboumil cTOI
[EPCOHATBHOrO KOMIBIOTEPa M UCIIONB3YHTE €r0 PEryIApHO.

PyxoBomuTens otaena HHGOPMAIHOHHON Oe30acHOCTH

000 MKK «Ilencunornas KB Jlenbru» %ﬁ_é Xapnamos H.C.



